
an you imagine waking up

one morning to discover someone else

living your life? That they’d stolen your

name and social security number to open

credit cards, secure deposits on cars and

housing, gain employment and even

robbed you of your retirement earnings?

Stuff of science fiction, you say? Hardly. 
Identity theft crimes are on the rise

nationwide, and Hampton Roads is not
immune. In fact, more cases were report-
ed in the first six months of this year
than in 1999 and 2000 combined.

Why the sudden increase? 
“With the advent of the Internet, there

is greater access to personal data than
ever before,” says Betsy Broder, Assis-
tant Director for Planning and Informa-
tion with the Federal Trade Commission
(FTC). “It’s also become easier for vic-
tims to report identity theft because we
now have a name for the crime. The
naming of the crime led to more atten-
tion by lawmakers, law enforcement
agencies and the media.” 

AWARENESS IS THE KEY 
TO SELF-PROTECTION

“Most people just don’t realize they’re
at risk. Most of us share personal data
with strangers every day,” says Broder.
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“Unfortunately, all a thief needs is your
name and social security number to snatch
your identity.”

Think about it. In the course of a busy
day you may write a check at the grocery
store, charge concert tickets over the
phone, rent a car, call home on your cell
phone, order new checks or apply for a
credit card. Chances are you never give
these everyday transactions a second
thought. But someone else may. 

HELP! SOMEONE’S 
STOLEN MY GOOD NAME...

In 1998, Mike*, a 28-year-old Hampton
Roads native, moved to California* to pur-
sue an education and career in engineering.
Two years after moving, Mike’s parents,
who still resided in Hampton Roads, called
to tell him that he had
received several telephone
calls at their home. 

“I returned the calls and
learned that they were col-
lection agencies trying to
find me,” says Mike. “I was
dumfounded. Apparently
several checks had bounced
in my name. I told them (the
collectors) that I no longer
lived in Hampton Roads,
and that I hadn’t lived there,
or even visited during the
time the checks were writ-
ten. They didn’t believe me
and I found myself in the
position of being guilty until
proven innocent.” 

Once past his initial shock, Mike con-
tacted the issuing bank and filed a report
that he had not opened the account in ques-
tion nor written checks on the account.
When that was not enough, he flew back to
Hampton Roads to personally meet with
the bank’s representatives. 

“I showed them sworn affidavits from
college professors and ROTC instructors in
my attempts to prove I was not the one who
had written these checks.” 

Still unable to decipher how this night-
mare had begun, Mike contacted Virginia’s
Department of Motor Vehicles (DMV),
which promptly dispatched an investigator
to meet with him.

“I was floored. The investigator showed
me a state identification card with my name
and my social security number but with
someone else’s photo on it. It was clear
right away that I was not the guy in the
photo. He looked several years younger
and sixty pounds lighter.” 

After further investigation by the DMV,
a less than ethical DMV employee was dis-
covered turning a profit selling phony dri-
ver’s licenses. The employee was fired and
later indicted on bribery, forgery and con-
spiracy charges. 

According to Mike, his move across
country made him an unwitting candidate
for identity theft.

“When I moved to California, I went to
the DMV to get a new license. My old
license was sent back to the Virginia DMV

to be removed from records and
placed in a surrendered driver’s
license file. 

“The guy who sold my identi-
ty knew what he was doing. He
had access to records that
showed my name, social securi-
ty number and mother’s maiden
name—three items that can get
you a checking account in Vir-
ginia and a State Identification
card. Think about it. If someone
were to steal an identity, who
better to pick than someone who
now lives out of state and
wouldn’t know what hit him
until it was too late?” 

That’s precisely what hap-
pened. The man who bought

Mike’s identity went on an amazing
spending spree, including trips as far as
the Caribbean Islands. 

After learning the truth, Mike says he
made one error. “I should have checked
into filing a police report. The DMV officer
that interviewed me looked very official in
his uniform and marked car. I thought he
represented the Police Department too, and
assumed all his paperwork would be filed
at police headquarters as well as the DMV.
It never occurred to me that the two offices
didn’t communicate about these matters.” 

Since the police were unaware of
Mike’s stolen driver’s license, they had
no reason to assume his innocence in
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How Do 
They Do It?

Skilled identity thieves may use a
variety of methods—both low- and
hi-tech—to gain access to your
data. How does it happen? 

Easily. According to the FTC, 
the following are some common
ways imposters get to your 
personal information and take
over your identity.

1. They steal wallets and purses
containing your identification
and credit and bankcards. 

2. They steal your mail, including
your bank and credit card state-
ments, pre-approved credit
offers, telephone calling cards
and tax information. 

3. They complete a “change of
address for” to divert your mail 
to another location. 

4. They rummage through your
trash, or the trash of businesses,
for personal data in a practice
known as “dumpster diving.” 

5. They fraudulently obtain your
credit report by posing as a
landlord, employer or someone
else who may have a 
legitimate need for—and a legal
right to—the information. 

6. They get your business or 
personnel records at work. 

7. They find personal information
in your home. 

8. They use personal information
you share on the Internet. 

9. They buy your personal infor-
mation from “inside” sources.
For example, an identity thief
may pay a store employee for
information about you that
appears on an application for
goods, services or credit.

Information provided by the 
Federal Trade Commission.

“His move

across

country

made 

him an

unwitting

candidate

for identity

theft.”

HR 36-40 FT STLN IDNTY 12_01.d2  1/30/04  1:21 PM  Page 2



connection with the fraudulent checks.
When Mike visited police headquarters
soon after filing the DMV fraud report to
get copies of his records, he was greeted
with another surprise.

“When I asked for my files, I was told to
wait a few minutes because the computers
were down. Five minutes later, police offi-
cers arrived and I was handcuffed, arrested
and on my way to jail.”

Fortunately, Mike was not detained for
long after he explained his case to authorities;
but, according to Mike, the ensuing trial was
even more frustrating to him than his arrest. 

“I was confident that I would be found not
guilty of the charges and have the closure I
needed.” However, prior to being tried, the
Commonwealth’s Attorney withdrew the
charges against Mike, not due to his inno-
cence, but because the lawyer thought the
court would be biased in Mike’s favor.
Mike’s father (now deceased) had worked
with the court as a probation officer. The
prosecutor remains free to reinstitute these
charges at will.

Mike was eventually brought up on two
additional charges, which were finally dis-
missed. “Witnesses who swore out the war-
rants against me took one look at me and
determined that I was not the person who
had written the checks.” 

Several months after Mike’s trial, the
police caught one of the perpetrators, who
was part of a nine-member theft ring in
Hampton Roads. At the time of his arrest, he
was carrying more than 500 stolen credit
card numbers.

LIFE FOR MIKE TODAY
Three years later, Mike, now 32, would

very much like to clear his name. He has
petitioned the state to expunge all arrests
from his records, but this takes time. Mike’s
nightmare has cost him much more than
emotional stress. “I’ve had to fly back and
forth to Virginia many times, lost revenue
from work and had to keep an attorney on
retainer for the last three years.” 

Even worse, Mike believes he will always
be looking over his shoulder. 

“No matter where I go now, I take a stack
of all my legal documentation from the court
with me to prove my innocence. I have to do
this because the false State ID card has never

been recovered. I’ll always feel like a sitting
duck, wondering when I will be arrested next
and for what reason. I’m turning 33 soon and
I can’t get a credit card because credit agen-
cies won’t approve me yet. I can petition the
federal government for a new social security
number, but meanwhile I can’t buy a house,
a car or anything because I have no credit.
One bank was kind enough to put my case
before their board. Once they reviewed the
court documents, the bank decided to allow
me to have a checking account.”

On the positive side, Mike says he has
finally gotten past his anger. “I decided to go
on and live my life or it was going to take me
over. Now I just smile and nod and keep
going. I’m getting married in September.
Thanks to my fiancée’s good credit we can
buy a house.”

Not every case of identity theft is as com-
plicated as Mike’s. But they are almost
always costly, as the story of another Hamp-
ton Roads victim shows.

ONE IN SECONDS
On her way home from the office in

December 2000, Janet* stopped at the day-
care center to pick up her two children. In
and out of the center in a few short minutes,
she left her purse and briefcase in the car.
Janet collected her children quickly, got
back in her car and drove home. Within min-
utes of entering the house, Janet’s telephone
was ringing. 

“It was my credit card company asking me
if I had just returned home from a wild shop-
ping spree,” she said. “Until that moment, I
hadn’t even noticed that my purse and brief-
case were missing from my car.” 

Janet was shocked to realize that while
picking up her children, her car had been
broken into. Among the items missing were
her wallet (with credit cards and driver’s
license), checkbook and briefcase. Appar-
ently a man and woman had lifted the items
from Janet’s car at the daycare center, trav-
eled to a nearby shopping center and used
her credit cards to purchase everything from
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What’s Done
With Your
Identity

Once they’ve captured your

personal information, identity

thieves typically do one or more

of the following, says the FTC:

1. They call your credit card issuer,
pretending to be you, and ask to
change the mailing address on
your credit card account. Then
they run up charges on your
account. Because your bills are
being sent to the new address, it
may take some time before you
realize there’s a problem. 

2. They open a new credit card
account, using your name, date
of birth and SSN. When they
use the credit card and don’t
pay the bills, the delinquent
account is reported on your
credit report. 

3. They establish phone or wireless
service in your name. 

4. They open a bank account in
your name and write bad
checks on that account. 

5. They file for bankruptcy under
your name to avoid paying
debts they’ve incurred under
your name, or to avoid eviction. 

6. They counterfeit checks or
debit cards, and drain your
bank account. 

7. They buy cars by taking out
auto loans in your name.

Information provided by the

Federal Trade Commission.
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leather coats to computer equipment—
all in less than twenty minutes. 

Within a few hours of the robbery, the
thieves drove to Gloucester and cashed
a $5,000 check from Janet’s checkbook
while posing as another victim whose
purse they had also stolen. From
Gloucester, the robbers continued on to
Richmond, opened up credit card
accounts under Janet’s name at two dif-
ferent retail stores and spent more than
$2,000 at each. A third store suspected
they were impersonators and declined
their request for a credit card.

Janet became deeply involved in
damage control that evening. She can-
celed both her credit card accounts and
called the police to file the necessary
reports. Early the next morning she
went to her credit union to report her
stolen checkbook (she would have gone
the night before, but the bank was
already closed). Janet removed every-
thing from the account and put a “lock”
on it so it would be scrutinized for
unusual activity. 

One week later, the thieves resur-
faced. The female perpetrator entered
Janet’s credit union and posed as Janet,
using her glasses, driver’s license and
social security number. Janet says, “The
bank gave her my account balance and
$6,000 in cash out of a totally separate
account my husband and I held there.
The thieves hadn’t even stolen this
checkbook, which we keep at home—
but the teller thought she was me and
unwittingly gave her access to all my
other account information.” 

Much to Janet’s relief, the police
eventually arrested both perpetrators,
who were caught on videotape at the
credit union. Currently both remain in
jail while Janet awaits a court date.

What remains most frustrating for
Janet and her husband was their effort,
before the incident, to take the necessary
precautions over the years to protect
themselves from identity theft. In fact,
they both had T-numbers (the DMV
issues random ID numbers preceded by
the letter “T” for use in place of Social
Security Numbers (SSN) and did not list
their SSNs on their checks. Janet’s trou-
ble on that fateful evening occurred with
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Wanted: Your Name and Number
The hijackers in the terrorist attacks were 

masters of identity theft. Now lawmakers are 
worried about copycat identity takeover

BY KATHARINE MIESZKOWSKI

ust three days after the Sept. 11 terrorist attacks,
the FBI released the names of 19 men suspected of
the murderous and suicidal hijackings. Not long
after, however, doubts surfaced as to
the real identities of the kamikaze ter-
rorists. The Saudi nationals named by
the FBI were falsely fingered while
the alleged criminals became victims
of an extreme form of identity theft—
“identity takeover.” 

“You cannot imagine what it is
like to be described as a terrorist—
and a dead man—when you are
innocent and alive,” said a shaken
Saeed Al-Ghamdi, 25. Al-Ghamdi, a
Saudi Airlines pilot, was singled out
by the FBI as one of the terrorists on
the United Airlines Flight 93 that
crashed in Pennsylvania. He said his
reputation was smeared as his
name, place and date of birth, occu-
pation and photo were blasted around the world.
Salem Al-Hamzi, 33, an administrator for the Saudi
airline who was in Riyadh at the time of the
attacks, said he’d never even heard of Pennsylva-
nia, the state where the plane that he’d supposed-
ly helped hijack crashed.

The 19 terrorists perpetrated identity theft on an
extremely large scale, using stolen passports to
adopt the personas of other foreign nationals and
live undetected in American society. At a meeting of
the U.S. Department of Justice’s Identity Theft Sub-
committee of the White Collar Crime Task Force, law
enforcement officials agreed that this level of identi-
ty theft was unlike anything they had seen before.

“Everyone agreed this was a new wrinkle,” says
Joanna Crane, an attorney with the Federal Trade
Commission, a member of the task force. “You have
crime rings like the Nigerian bank fraud rings where
individuals assume other people’s identities for the
purposes of defrauding a bank, but they don’t live
under that person’s identity. These guys had done
what’s called an ‘identity takeover,’ living completely
under the name of another person, with driver’s
licenses, passports, bank accounts, phone accounts....”

In the wake of the terrorist attacks, Oracle Cor-
poration CEO Larry Ellison suggested the creation of
a national identity card in hopes of preventing iden-
tity theft subterfuge. He also volunteered to donate
the software to create such a system, and has sug-
gested that a card with a photograph and a

thumbprint could help prevent future crimes by
linking so-called “biometric” data to the cardholder.

With no national identity card in the U.S., the
Social Security number has become a
de facto substitute. “In the realm of
identity theft the worst thing that some-
one can have access to is your Social
Security number. That’s the key to
everything—your rental history, your
work history, your credit history,” says
Jay Foley, the assistant director of the
Identity Theft Resource Center. And
coming by a Social Security number is
not hard to do. 

“It’s very easy to get information on
people throughout the world, especially in
the United States where people are buy-
ing it like candy,” says Mari Frank, an attor-
ney who had her own identity stolen.
Frank runs a Web site focused on pre-
venting and recovering from such crimes.

Part of what makes Social Security numbers so
vulnerable is that they started out being used for
one purpose, but became required for many others.
Today, they’re used by everyone from employers to
insurance companies to HMOs to keep track of
workers, customers and patients. Some employees
must wear their Social Security number on their
employee badge as an identification number, and
some states, including Virginia, even print them on
driver’s licenses. (You can, however, request that
the DMV replace the Social Security number on
your driver’s license with a random number.)

Stolen passports, not Social Security numbers,
appear to be the documents that helped the hijack-
ers live undetected. Joanna Crane, an attorney with
the Federal Trade Commission, recommends that
consumers keep a close eye on their bills to see if
one is unaccountably missing. One of the first things
that credit thieves do is change the billing address so
the victim won’t notice any unauthorized charges. 

Frank cautions that we should also be suspicious
of anyone who calls soliciting money for charity for
the victims of the attacks, and be especially wary of
anyone who calls claiming they are trying to recre-
ate financial records lost in the attacks. 

“What we’re telling people is that if anyone
calls you and asks for information referring to 
the terrorist problem, do not give them any infor-
mation. Hang up, and call your brokerage firm’s
800 number.” 

J
“In the

United

States, 

people 

are buying

(personal)

informa-

tion like

candy.”

[ CONTINUED ON PAGE 40 ]

HR 36-40 FT STLN IDNTY 12_01.d2  1/30/04  1:21 PM  Page 4



her briefcase, which had work
papers in it with all her identifi-
cation information.

Janet has spent the better part of
this year clearing her name of all
wrongdoing. “It is time consum-
ing but, obviously, I have to do it.
I have filed reports with each indi-
vidual credit card company and
retail store that was involved.
Each company then goes back to
the credit bureaus. Records can
not be cleared until the individual
stores submit their reports.”

Janet’s words of wisdom: “If
your identity is ever stolen, make
sure you call the three credit
bureaus immediately so they can
flag your credit report. Then, if
anyone ever calls a bureau in
regards to opening up an account
in your name somewhere, the
bureau has to call you first to
verify your request.”

IDENTITY THEFT: 
A NATIONAL CONCERN

The difficulties victims experi-
ence as a result of identity theft are
a national concern. In response,
the FTC has set up a program to
assist consumers who are, or are
concerned about becoming, identi-
ty theft victims. The program
includes an identity theft hotline—

877-IDTHEFT (877-438-4338)—
where victims can get guidance on
how to protect themselves against
further harm, and how to address
credit-related problems that can
result from identity theft. 

The FTC also has an Identity
Theft Data Clearinghouse which is
a database to track the complaints
of victims nationwide in addition to
general consumer education on
identity theft which can be
accessed via their Web site
(www.consumer.gov/idtheft).

Can you completely prevent
identity theft from occurring? Prob-
ably not, says Broder. “Especially if
someone is determined to commit
the crime. But you can minimize
your risk by managing your per-
sonal information wisely, cautious-
ly and with heightened sensitivity.” 

Broder’s words of advice to
consumers, “Definitely do NOT
give information over the phone
and do NOT put your social secu-
rity number on your license and/or
your checks.” 

Words to live by. HR

Individuals depicted in Mike’s and
Jane’s story wish to remain anony-
mous. Some names and locations
were changed to protect the victims.

Dee Dee Becker also 
contributed to this article.

Preventive Medicine
While you probably can’t prevent identity theft entirely, you

can minimize your risk. By managing your personal infor-
mation wisely, cautiously and with an awareness of the issue,
you can help guard against identity theft: 

1. Before you reveal any personal identify information, find out
how it will be used and whether it will be shared with oth-
ers. Ask if you have a choice about the use of your informa-
tion: can you choose to have it kept confidential? 

2. Pay attention to your billing cycles. Follow up with creditors if
your bills don’t arrive on time. A missing credit card bill could
mean an identity thief has taken over your credit card
account and changed your billing address to cover his tracks. 

3. Guard your mail from theft. Deposit outgoing mail in post
office collection boxes or at your local post office. Promptly
remove mail from your mailbox after it has been delivered. If
you’re planning to be away from home and can’t pick up your
mail, call the U.S. Postal Service at 1-800-275-8777 to request
a vacation hold. The Postal Service will hold your mail at your
local post office until you can pick it up. 

4. Put passwords on your credit card, bank and phone accounts.
Avoid using easily available information like your mother’s
maiden name, your birth date, the last four digits of your SSN
or your phone number, or a series of consecutive numbers. 

5. Minimize the identification information and the number of
cards you carry to what you’ll actually need. 

6. Do not give out personal information on the phone, through
the mail or over the Internet unless you have initiated the
contact or know who you’re dealing with. Identity thieves
may pose as representatives of banks, Internet service
providers and even government agencies to get you to reveal
your SSN, mother’s maiden name, financial account numbers
and other identifying information. Legitimate organizations
with whom you do business have the information they need
and will not ask you for it. 

7. Keep items with personal information in a safe place. To
thwart an identity thief who may pick through your trash or
recycling bins to capture your personal information, tear or
shred your charge receipts, copies of credit applications,
insurance forms, physician statements, bank checks and
statements that you are discarding, expired charge cards and
credit offers you get in the mail. 

8. Be cautious about where you leave personal information in
your home, especially if you have roommates, employ out-
side help or are having service work done in your home. 

9. Find out who has access to your personal information at
work and verify that the records are kept in a secure location. 

10. Give your SSN only when absolutely necessary. Ask to use
other types of identifiers when possible. 

11. Don’t carry your SSN card; leave it in a secure place. 
12. Order a copy of your credit report from each of the three

major credit reporting agencies every year. Make sure it is
accurate and includes only those activities you’ve authorized.
The law allows credit bureaus to charge you up to $8.50 for
a copy of your credit report.

Information provided by the Federal Trade Commission.

Order your credit report once a year from each of
the three credit bureaus to check for inaccuracies
and fraudulent use of your accounts. If you suspect
fraud, contact the three credit bureaus and ask
them to put a fraud alert on your account.

CREDIT BUREAUS 

EQUIFAX
www.equifax.com 

To order your report,
call: 800-685-1111 
or write: P.O. Box
740241, Atlanta, GA
30374-0241
To report fraud, call:
800-525-6285 and
write: P.O. Box
740241, Atlanta, GA
30374-0241 

EXPERIAN
www.experian.com

To order your report,
call: 888-EXPERIAN
(397-3742) or write:
P.O. Box 2104, Allen
TX 75013 
To report fraud, call:
888-EXPERIAN 
(397-3742) and
write: P.O. Box 9532,
Allen, TX 75013 

TRANS UNION
www.tuc.com

To order your report,
call: 800-916-8800 or
write: P.O. Box 1000,
Chester, PA 19022 
To report fraud, call:
800-680-7289 and
write: Fraud Victim
Assistance Division,
P.O. Box 6790, 
Fullerton, CA 92634 
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